




Authentication Options

VoiceThread Basic Authentication (VBA) $1,800

VoiceThread Complete Authentication (VCA) $5,800

Basic authentication allows an institution to quickly integrate their existing authentication services for use 
with the VoiceThread service. This option is recommended for small institutions with standard 
authentication systems and limited IT support sta� and for institutions that are piloting the VoiceThread 
service.  VoiceThread Basic Authentication provides the essential services to facilitate automated account 
creation and user authentication.  VoiceThread Basic Authentication does not implement user roles, 
automatic account deletion, automated group creation, single sign on (SSO) services, or specialized 
authentication services. The following authentication systems are supported: Lightweight Active 
Directory (LDAP), Microsoft Active Directory (via LDAP interface), Shibboleth*, Kerberos+, Apache access 
control.

* The intuition must act as both the Service Provider (SP) and Identity Provider (IP).  The SP must encode 
and securely transmit relevant user details to VoiceThread. 

+ The institution must securely provide VoiceThread authentication services with a unique user identi�er 
and relevant user details to verify and authenticate the user. 

Complete authentication provides a highly reliable, integrated, and customizable authentication system 
that works with role and user management systems.  This option is recommended for long-term 
integration with VoiceThread authentication services and the institution’s primary authentication systems.  
VoiceThread Complete Authentication provides supports for standards-compliant SSO solutions and 
remote access protocol systems, granular control of user account settings, and site-wide policy 
enforcements.  VoiceThread Complete Authentication makes the process of manually creating basic 
groups and classes unnecessary by automatically creating and assigning users to customized groups 
based on information provided by the institution role management systems.  VoiceThread Complete 
Authentication also acts as a Service Provider to allow for seamless SSO operation and complete 
portability of a user’s information.  The following authentication systems are supported: Lightweight 
Directory Access Protocol (LDAP including support for customized LDIF con�gurations and directory 
schemas), Microsoft Active Directory (via LDAP interface), Shibboleth, Kerberos (including remote 
authentication), Apache access control, and customized integration solutions (provided consultation with 
VoiceThread developers). 

VoiceThread allows an institution to fully integrate its authentication and identity management 
services into the VoiceThread infrastructure by leveraging their existing auditing and role 
management tools.   Working with an institution’s security management team VoiceThread can 
con�gure and deploy all authentication services to ensure the highest levels of reliability and 
customizability.  There are two levels of authentication integration.
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